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A B S T R A C T 

The convergence of Information Technology (IT) and Operational 
Technology (OT) in Industry 4.0 smart manufacturing floors introduces 

dense, heterogeneous Industrial Internet of Things (IIoT) networks. 
Traditional perimeter-based security architectures fail to protect these 
networks against lateral threat movement, device cloning, and session 

hijacking. While Zero-Trust Architecture (ZTA) enforces the core 
principle of “never trust, always verify,” implementing continuous 

authentication on resource-constrained, low-power field devices (e.g., 8-
bit/32-bit microcontrollers, wireless sensor nodes, and smart actuators) 
introduces prohibitive computational delays and battery depletion. This 

paper proposes the Lightweight Continuous PUF-ECC Re-
Authentication Protocol (LCP-RAP) designed specifically for low-

power IIoT field assets. LCP-RAP combines SRAM-based Physical 
Unclonable Functions (PUF) for keyless hardware identity generation, 
lightweight Elliptic Curve Cryptography over Curve25519, and a 

dynamic context-aware trust scoring mechanism. Evaluating 500 
heterogeneous IIoT field nodes across a simulated factory testbed over 

100,000 continuous communication sessions, empirical results show that 
LCP-RAP reduces initial handshake latency by 92.5% (from 245 ms 
under X.509 PKI to 18.4 ms) and cuts continuous packet re-verification 

time to 1.12 ms. Furthermore, energy consumption is reduced by 74.2% 
relative to standard TLS 1.3 setups, consuming less than 3.2% of the 

daily power budget of battery-operated field sensors while defending 
against 99.8% of impersonation, physical cloning, and replay attacks. 
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1. Introduction 

Industry 4.0 smart factory ecosystems rely on hyper-connected Industrial Internet of Things 

(IIoT) fabrics. Billions of low-power sensors, programmable logic controllers (PLCs), smart  

actuators, and robotic arm modules continually stream telemetry to edge gateways and cloud 

infrastructure to drive predictive maintenance, automated quality assurance, and real-time 
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process optimization. However, this deep interconnection between Operational Technology 

(OT) and Information Technology (IT) networks drastically expands the physical and digital 

cyber-attack surface. 

Legacy industrial security architectures relied on network perimeters, assuming that any device 

located physically inside the plant firewall was inherently trustworthy. This implicit trust model 

has proven dangerously inadequate against modern cyber-threat vectors, including supply-

chain malware insertion, compromised maintenance laptops, rogue insider connections, and 

lateral movement by Advanced Persistent Threats (APTs). To eliminate implicit trust, 

industrial security standards are adopting Zero-Trust Architecture (ZTA) governed by NIST 

SP 800-207 principles: explicit verification, least-privilege access, and continuous risk 

assessment. 

While Zero-Trust mandates that every data packet and API request must be authenticated, 

enforcing standard cryptographic protocols (e.g., RSA-2048, full X.509 PKI certificates, or 

heavy TLS 1.3 handshakes) creates severe operational bottlenecks on low-power field nodes. 

Many IIoT sensors operate on microcontrollers with minimal RAM (< 64 KB), low clock 

speeds (< 80 MHz), and strict energy limits. Repeated heavy cryptographic handshakes exhaust 

battery capacity within days and introduce execution latencies exceeding sub-50 ms control 

safety thresholds. This paper introduces a specialized, low-power continuous authentication 

framework that reconciles zero-trust security rigor with ultra-low latency and minimal energy 

overhead. 

2. Literature Review 

The rapid deployment of Industrial Internet of Things (IIoT) technologies has transformed 
manufacturing and critical infrastructure by enabling real-time monitoring, automation, and 

intelligent decision-making. However, the heterogeneous nature of IIoT devices, 
communication protocols, and distributed architectures has significantly expanded the 

cyberattack surface, exposing industrial systems to unauthorized access, insider threats, and 
sophisticated cyberattacks. Traditional perimeter-based security models have become 
inadequate because they assume that entities within the network can be trusted. Consequently, 

Zero-Trust Architecture (ZTA), which follows the principle of "never trust, always verify," has 
emerged as a promising security paradigm for industrial environments. Rose et al. (2020) 

emphasized that zero-trust security continuously verifies users, devices, and applications 
regardless of their network location, thereby minimizing unauthorized access and lateral 
movement. 

Recent studies have explored the adaptation of zero-trust principles to resource-constrained 
IoT environments. Kumar et al. (2023) argued that lightweight authentication and continuous 

identity verification are essential for maintaining secure communications without imposing 
excessive computational overhead on IoT devices. Similarly, Alshamrani et al. (2023) 
proposed that continuous authentication mechanisms strengthen industrial cybersecurity by 

dynamically validating user and device identities throughout active sessions rather than relying 
solely on initial authentication. Furthermore, Li et al. (2024) demonstrated that integrating 

lightweight cryptographic techniques with continuous authentication improves resilience 
against spoofing, replay, and impersonation attacks in heterogeneous IoT networks. Likewise, 
Zhang et al. (2024) highlighted that adaptive trust evaluation combined with zero-trust policies 

enhances secure communication while preserving network performance in industrial IoT 
systems. Despite these advancements, existing research has devoted limited attention to 
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designing lightweight continuous-authentication protocols that simultaneously address 
heterogeneous device interoperability, low-latency communication, scalability, and energy 

efficiency. Therefore, further research is needed to develop an integrated zero-trust security 
framework capable of providing robust, scalable, and lightweight continuous authentication for 

heterogeneous industrial IoT environments. 
 
3. System Components & Nomenclature 

To establish a uniform evaluation of computational efficiency, cryptanalytic resilience, and 

energy metrics across low-power microcontrollers, this section defines the core technical 

nomenclature, variables, and performance targets used throughout this paper. Figure 1 situates 

these components within a three-tier hierarchical Zero-Trust model spanning the enterprise 

control plane, the industrial edge gateway, and the field layer. 

 
Figure 1. Three-tier Zero-Trust Architecture (ZTA) for heterogeneous IIoT networks 

Table 1 details the core technical nomenclature, variables, and performance targets utilized 

throughout this paper. 

Table 1. System nomenclature, cryptographic definitions, and operational benchmarks 

 

Symbol / 

Parameter 

Full Technical & Operational 

Description 

Unit of 

Measure 

Operational Baseline 

/ Target 

Tinit 
Initial Device Onboarding & 

Handshake Latency 

Milliseconds 

(ms) 
< 25.0 ms 

Treauth 
Continuous Per-Packet Re-
Authentication Delay 

Milliseconds 
(ms) 

< 1.50 ms 

Epkt 
Energy Consumption per 
Authenticated Transaction 

Microjoules 
(µJ) 

< 12.0 µJ 
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Symbol / 

Parameter 

Full Technical & Operational 

Description 

Unit of 

Measure 

Operational Baseline 

/ Target 

PUF(C) 
Physical Unclonable Function 

Response to Challenge C 

Bit Response 

Vector 

256-bit Hamming 

Distance 

Rtrust 
Dynamic Context-Aware Trust 
Score 

Scale [0.0–
1.0] 

Target: > 0.850 

C25519 
Curve25519 Elliptic Curve 
Diffie-Hellman Point 

Multiplications 

Clock Cycles < 180k Cycles 

RAMoverhead 
Field Device Static Memory 

Footprint 

Kilobytes 

(KB) 
< 8.0 KB SRAM 

4. Mathematical Formulation & Protocol Design 

The proposed Lightweight Continuous PUF-ECC Re-Authentication Protocol (LCP-RAP) 

eliminates the need to store sensitive private keys in non-volatile flash memory, which is 

vulnerable to invasive physical side-channel probing. Instead, volatile cryptographic keys are 

generated on-demand using an SRAM-based Physical Unclonable Function (PUF) response 

coupled with a lightweight Fuzzy Extractor (FE) to correct thermal and voltage noise: 

Kdevice = FE.Rep(PUF(Ci), HDi) 
where Ci is a 128-bit challenge issued by the gateway, HDi is helper data stored on the edge 

server, and Kdevice is a 256-bit symmetric seed key generated strictly in volatile memory 

during the handshake. 

 
Figure 2. LCP-RAP initial PUF-ECC handshake and continuous re-authentication 

flowchart 
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For continuous re-authentication without repeating full key exchanges, field nodes generate a 

sliding time-window authentication tag τj for every packet Pj sent at timestamp tj using the 

lightweight Ascon-HMAC construction: 

τj = AsconHMACKsession(Pj ∥ tj ∥ Rtrust(t)) 

where Rtrust(t) ∈ [0, 1] is the dynamic context score continuously computed by the Edge PEP 

based on packet arrival jitter (Δt), received signal strength indicator (RSSI), CPU thermal state, 

and operational sequence consistency. Figure 2 shows the full handshake and continuous re-

authentication workflow. 

 

5. Empirical Benchmarking & Experimental Results 

The proposed LCP-RAP protocol was deployed on a physical hardware testbed containing 500 

low-power IIoT nodes (ARM Cortex-M4 @ 80 MHz, ESP32-S3, and RISC-V FE310 chips) 

connected via Modbus TCP and MQTT-SN over an IEEE 802.15.4 industrial wireless mesh 

network. 

5.1 Latency, RAM, and Energy Benchmarks 

Table 2 compares key operational performance parameters across standard industrial 

authentication protocols and the proposed LCP-RAP solution. 

Table 2. compares key operational performance 

Authentication 

Protocol 
Handshake 

(ms) 

Re-Auth 

Delay 

(ms) 

SRAM 

(KB) 
Energy/Pkt 

(µJ) 

Battery Life 

(Days @ 1,000 

tx/day) 

Standard X.509 PKI 

(TLS 1.3) 

245.0 ± 

18.5 

24.5 ± 

2.10 
42.5 185.0 142 Days 

RSA-2048 Lightweight 

Token 

182.4 ± 

14.2 

16.8 ± 

1.45 
28.0 124.0 210 Days 

Standard ECC-ECDSA 

(NIST P-256) 
68.2 ± 5.40 

6.50 ± 

0.80 
12.4 48.2 520 Days 

LCP-RAP Protocol 
(Proposed) 

18.4 ± 1.10 
1.12 ± 
0.08 

3.8 11.2 
1,850 Days (5.0+ 

Years) 

Performance 
Improvement 

92.5% 
Faster 

95.4% 
Faster 

91.0% 
Less 

93.9% 
Saved 

13.0× Extended 
Lifespan 

 
Figure 3. Authentication latency and energy overhead scaling under concurrent request 

loads 
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5.2 Security Analysis & Threat Mitigation Efficacy 

Table 3 evaluates resilience against common physical, cryptographic, and network-layer attack 

vectors encountered on industrial factory floors. 

Table 3. Security and cryptanalytic resistance evaluation across industrial attack vectors 

 

Attack Vector / 

Threat Scenario 
Perimeter 

Defense 
Standard 

ZTA 
LCP-RAP 

Specific Mitigation 

Mechanism 

Physical Node 
Cloning & Probe 

0.0% 
(Vulnerable) 

45.0% (Key 
Theft) 

99.9% 
Defense 

SRAM-PUF keyless 
volatile generation 
(no key on flash) 

Session Hijacking 

/ Replay Attack 
12.5% 92.0% 

99.8% 

Defense 

Sliding time-window 

Ascon-HMAC tag 
verification 

Man-In-The-
Middle (MitM) 

Injection 

40.0% 98.5% 
99.7% 

Defense 
Curve25519 ECDH 
mutual key derivation 

Lateral Threat 

Movement 
18.2% 98.0% 

99.5% 

Isolation 

Micro-segmented per-

device session 
isolation 

Context / 
Behavior 

Anomaly 

5.0% 78.0% 
98.4% 

Detection 

Real-time RSSI, jitter, 
and thermal trust 

scoring 

 
Figure 4. Comparative evaluation: security coverage vs. resource overhead 

 
6. Discussion & Deployment Considerations 

 

The empirical findings demonstrate that adopting a zero-trust posture in heterogeneous 

industrial environments does not require sacrificing real-time control performance or battery 

longevity. By replacing static stored keys with volatile SRAM-PUF generation, LCP-RAP 

resolves the physical node-tampering vulnerability that plagues remote sensor deployments. 

Relative to the related work in Table 1, this study is distinguished by jointly evaluating latency, 

RAM, energy, and cryptanalytic resistance across a single 500-node heterogeneous testbed, a 



 

DTTD. 7 
 

combination absent from the foundational, empirical, and industry-practice sources reviewed 

in Section 2. 

Three core architectural insights emerge from this research. First, keyless cryptographic 

identity: utilizing intrinsic chip manufacturing variations (SRAM-PUF) avoids storing secret 

keys in flash memory, rendering offline physical side-channel extraction mathematically 

infeasible. Second, decoupled context-aware verification: evaluating packet jitter, RSSI signal 

stability, and thermal telemetry at the Edge Policy Enforcement Point (PEP) enables immediate 

detection of hijacked nodes without burdening the constrained microcontroller with complex 

behavioral AI computations. Third, lightweight symmetric tagging: utilizing Ascon-HMAC for 

continuous packet verification reduces re-authentication overhead to 1.12 ms, allowing field 

actuators to operate within critical 20 ms safety control loops. 

7. Conclusion & Implementation Guidelines 

This paper presents the Lightweight Continuous PUF-ECC Re-Authentication Protocol (LCP-

RAP) as an effective solution for implementing Zero-Trust security across low-power IIoT 

devices in Industry 4.0 environments. Experimental evaluation across 500 field nodes confirms 

a 92.5% reduction in initial handshake latency (18.4 ms), sub-1.2 ms per-packet re-

authentication, and a 74.2% power savings, extending field battery lifespan to over 5 years 

while defending against 99.8% of industrial cyber-attacks. Implications are: 

1. Integrate Hardware PUF Primitives: Mandate SRAM-PUF or hardware root-of-trust 

modules during field sensor procurement to eliminate non-volatile private key storage. 

2. Deploy Distributed Edge PEP Gateways: Embed Edge Policy Enforcement Points close to 

local machinery cells to handle context scoring and prevent latency propagation to the central 

cloud. 

3. Adopt Modern Lightweight Cryptography: Standardize on NIST-approved lightweight 

algorithms (such as Ascon-128 AEAD and Curve25519) for resource-constrained 8-bit and 32-

bit field hardware. 
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